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Abstract. Solving linear programming (LP) problems can be used to
solve many different types of problems. Immediate examples include cer-
tain types of auctions as well as benchmarking. However, the input data
may originate from different, mistrusting sources, which implies the need
for a privacy preserving solution.

We present a protocol solving this problem using black-box access to se-
cure modulo arithmetic. The solution can be instantiated in various set-
tings: Adversaries may be both active and adaptive, but passive and/or
static ones can be employed, e.g. for efficiency reasons. Perfect security
can be obtained in the information theoretic setting (up to 1/3 corrup-
tions), while corruption-of-all-but-one is possible in the cryptographic
setting. The latter allows a two-party protocol.

The solution is based on the well known simplex method. Letting n
denote the number of initial variables and m the number of constraints,
each pivot requires only O(loglog(m)) rounds in which O(m(m + n))
multiplication protocols and O(m+n) comparison protocols are invoked;
this is equivalent to the base-algorithm. A constant-rounds variation is
also possible, this increases the number of comparisons to O(m? + n).
Key words: Multiparty computation, Secure collaboration, Linear pro-
gramming

1 Introduction

Multiparty computation (MPC) allows mutually mistrusting parties to jointly
perform a computation without revealing their data. It is natural to consider
applying such techniques to solving linear programming (LP) problems. The
applications are not limited to simply managing resources, though this is of
course possible. They span diverse topics, including benchmarking and auctions.

One application of an MPC LP-solver is the relative performance payscheme
of Nielsen and Toft [NT07], where employers wish to motivate employees through
bonus schemes based on perfomance compared to the competition, i.e. through
benchmarking. But no company is willing to share production costs and other
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trade secrets with their competitors. This paper provides an efficient instantia-
tion of the primitives needed in [NTO7].

Another example is multi-attribute auctions that allow bidding to not only
reflect price, but also to take quality into account. In reverse auctions, for in-
stance, one party offers a contract to perform some task, say to construct a road
with some minimal specification. Bidders supply their price for doing so, and
the cheapest offer is chosen. However, the parties also have private information
regarding the cost of, and willingness to pay for, higher quality. Bogetoft and
Nielsen have constructed such auctions using LP problems [BN0S].

It seems highly likely that economics may provide many other interesting
applications. Informally, the revelation principle states that for games of in-
complete information, there is a revelation mechanism, where it optimal for the
players to truthfully supply their preferences (to a “trusted third party” who
computes the optimal solution.) With the present work it is simply a question
of designing mechanisms as LP problems.

Related Work: There are multiple algorithms for solving LP problems. The ellip-
soid and interior point methods due to Khachiyan and Karmarkar respectively
[Kha79,Kar84] allow LP problems to be solved in polynomial time. Formulating
one of these as a Boolean circuit and applying one of the classic results of MPC,
[Ya086,GMWS87,BGWS88,CCD88|, provides a solution. Applying a general solu-
tion is expensive, though. The evaluation of every Boolean gate consists of exe-
cuting some cryptographic primitive, i.e. every basic arithmetic operation per-
formed consists of many invocations of those primitives. Moreover, constructing
a round-efficient solution in the information theoretic setting is not immediate.

Li and Atallah have proposed a solution to solving LP problems [LAO6].
They consider two honest-but-curious parties who learn a maximizing assign-
ment to the variables. In addition, they provide ad-hoc checks against malicious
behaviour, e.g. verifying that the assignment does not violate any constraints.
This may limit the damage possible, but does not rule out malicious behaviour
in general.

The solution is based on integer computation (additive sharing and pub-
lic key cryptography) and simplex, where pivots are performed on a permuted
(masked) tableau. Termination is tested publicly implying that the number of
iterations is leaked. Complexity is O(k(m? + mn + £(m + n)) + fm(n + m))3
modular exponentiations, where k is the number of iterations, ¢ the bit-length
of the numbers involved, m the number of constraints, and n the number of ini-
tial variables. There are, however, a number of problems with Li and Atallah’s
solution.

The index of the final variable entering the basis is leaked. This is easily
fixed by randomizing the tableau at the end. A second problem occurs when the
output is determined. Li and Atallah first output the basis, then set the basis
variables to their respective values. Seeing only a maximizing solution, however,
may reveal less information, e.g. it is not possible to distinguish between basic

3 [LAO06] considers n to be the overall number of variables, this is m + n here.



variables set to zero and co-basic variables. It is highly questionable that this
leaks any useful information in practice. Yet, there is no guarantee that this is
the case, so the issue must at least be considered before applying the solution.

A more significant problem is that the protocol may provide an incorrect re-
sult. The secure computation may also leak information in this case. The problem
occurs at the end of the computation. Basis variables are sought out by determin-
ing columns with only one non-zero position — doing this blindly does not work.
Consider maximizing f(z1,22) = 21 + x2 under the constraints that z1, 25 > 0
and c1z1+cax2+2x5 = 1, where zg is a slack-variable (larger examples are easily
constructed.) If ¢ = ¢; = cg, then the final state is

c c 11

0 0 ¢c 1
which assigns 1/c to both z; and 5, which violates the constraint. With some
work it should be possible to determine a maximizing assignment, which doesn’t
violate constraints. However, leakage is a problem: in the above example both
parties learn that ¢; = cs.

A final issue is that it is infeasible to perform more than a few pivots. Each
pivot potentially doubles the bit-lengths needed to represent the values of the
tableau. As the computation is secure, we must not learn the actual bit-lengths,
implying that we must always work with full-size numbers. Starting with 32-
bit numbers, after ten iterations these have grown to 32 thousand bits. After
twenty they have increased to 32 million. Thus, even for small inputs their basic
operations soon become modular exponentiations with a million-bit modulus.

Two related problems are those of Distributed Constraint Satisfaction Prob-
lems (DisCSP) and Distributed Constraint Optimization Problems (DCOP).
Multiple parties wish to find some optimizing assignment to variables but have
private constraints/priorities regarding the solution space. Though seemingly
similar, these problems are quite different. First, we consider arbitrarily dis-
tributed data. Second and more importantly, their constraints are not linear.
Moreover, though DisCSP and DCOP literature state privacy as important,
most work focuses solely on efficiency. Full scale MPC solutions for DisCSPs
and DCOPs has been considered, e.g. by Silaghi et al. [Sil04,SFP06]. The basic
idea in that work is to test the entire search space (with improvements for certain
types of problems) and pick a random solution. This exhaustive approach could
be applied to LP problems, however, with large, rational-valued search spaces
this is clearly infeasible.

Contribution: A solution for solving LP problems is constructed based on black-
box, secure modular arithmetic along with additional sub-protocols, e.g. for com-
parison. The notion can be formalized, e.g. using the arithmetic black-box of
Damgard and Nielsen [DN03]. Using abstract primitives allows different instan-
tiations. Information theoretic security is possible, e.g. based on Shamir sharing
and the protocols of Ben-Or et al. [Sha79,BGWS88]. So is computational security,
say through threshold Paillier encryption [Pai99,DJ01,CDNO1]. Both provide so-



lutions in the multiparty setting and ensure security against active adversaries.
The cryptographic solution also allows a two-party version.*

As with [LAO06], the solution is based on simplex, however, rather than mask-
ing the tableau (which is difficult in the present setting), the pivots are performed
obliviously. A second difference is that the possibility of cycling — never terminat-
ing — is considered here. Though it is rarely encountered in practice, it ensures
that termination can be guaranteed. Cryptographic protocols may be applied as
building blocks in many settings, and it should not be assumed that the input is
“real-world data.” Similar to Li and Atallah, information on the number of piv-
ots performed is leaked. Means for reducing the leak (hiding the actual number
of pivots) are considered, but as simplex may require an exponential number of
pivots, without exponential work there can be no 100% guarantees.

The problems of the protocol of Li and Atallah do not occur in this work.
Moreover, the solutions presented in this paper may also be applied there. Fi-
nally, the present protocol has slightly better complexity — O(m(n + m)) secure
multiplications and O(n + m) secure comparisons are needed per pivot. With a
Paillier based solution, one multiplication is comparable to a constant number of
exponentiations, while comparisons are equivalent to O(¢) exponentiations; the
¢m(n + m) term is eliminated. With secret sharing, computational complexity
improves further, as we are working directly on (shares of) the actual values
rather than encryptions — secure multiplications are implemented using modular
multiplication rather than exponentiation.

Round complexity takes a hit in the present solution, though. Where [LA06]
provides a constant-rounds pivot, here O(loglog(m)) rounds are needed. A con-
stant round version is possible, but this increases complexity to O(n+m?) secure
comparisons.

Finally, rather than providing the output, here the result is shared in the end,
implying that it may be used in further computation. Moreover, in difference to
Li and Atallah, the present solution provides full precision, i.e. it is guaranteed
that there are no rounding errors.

Overview: Section 2 of this paper describes the cryptographic primitives and
introduces notation. Section 3 gives a brief overview of the simplex method.
Section 4 introduces notation and primitives for shared arrays. In the remaining
sections, the details of the simplex protocol are presented. Section 5 specifies
the overall task and contains general remarks. Following this, Sect. 6 describes
the implementation of the body of the simplex algorithm using MPC primitives.
Sections 7 and 8 considers iteration, termination, and obtaining the result in the
end. Finally Sect. 9 considers the required size of the modulus, while Sect. 10
provides concluding remarks.

4 [CDNO01] can be modified to provide security against malicious behaviour from all
but one parties, though naturally termination cannot be guaranteed in this case.



2 Cryptographic Preliminaries and Notation

Integer arithmetic can be simulated with arithmetic modulo some M, as long as
M is chosen sufficiently large, i.e. such that no overflow occurs. Secure integer
computation can therefore be simulated using linear, cryptographic primitives
also allowing multiplication (through a protocol). This can be instantiated with
secret sharing (e.g. Shamir sharing over Z;) or (threshold) homomorphic public
key cryptography (e.g. Paillier encryption.) Both examples imply that M only
has large prime-factors, which is required below.

Negative values such as —a will be represented in the natural way, i.e. as
M —a € Zy. This ensures that both addition and multiplication involving neg-
ative values work as desired. We specify no further details regarding the scheme,
though we do require that the multiplication protocol is constant-rounds® as well
as a some form of composition theorem allowing both sequential and parallel ex-
ecution. This implies that information leaks do not occur in sub-protocols — it
can only occur when information is intentionally revealed.

We use terminology from secret sharing, writing secret values in square brack-
ets, [a]. Secure computation will be described using an infix notation with

[c] < [a] - [0]

denoting a run of the multiplication protocol on shared inputs a and b; the
resulting shares are stored in c. This eases readability and is easily translated to
protocol executions and local computation.

The basic measure for communication complexity will be the number of se-
cure multiplications performed. As the underlying primitives are linear, additions
and multiplications by public values do not require interaction, and are consid-
ered costless. The number of rounds refer to the number of messages transmit-
ted during the entire protocol. This can only be specified through invocations of
primitives. However, by assuming that sharing, multiplication, and reconstruc-
tion is constant-rounds, the difference will only be off by a constant.

In order to present the protocol a few additional primitives are needed; these
can be constructed from the above. First off, shared bits, [b] € {0, 1}, are needed.
Such values will be used repeatedly, e.g. for conditional selection.

[6] 7 [a] : [a']
selects either [a] (if [b] is one) or [a'] (if [b] is zero) and is a shorthand of

[b] - ([a] = [a']) + [a'].

Protocols for comparison of shared values are required, with [a] ; [a] de-
noting a protocol run resulting in a shared bit, [a < a’]. This can be realised
in constant-rounds, [DFK+06,NO07].6 An equality test is defined analogously;
in both cases the number of multiplications is linear in the bit-lengths of the
inputs.

5 This restiction is for complexity analysis alone.
6 [DFK'06,NO07] are easily modified to consider negative inputs.



3 Simplex

The simplex method is a well-known strategy for solving linear programs. Despite
an exponential worst-case complexity, it is efficient in practice and used in a
large range of applications. This section will contain a brief overview of (the
steps of) the algorithm. For a full description as well as explanation of the
details, the reader is referred to [Chv83]. As the basic primitives described in the
previous section involve only integer computation, a variation of simplex using
integer pivoting is considered. This technique, generally attributed to Edmonds,
is described in detail by Rosenberg in [Ros05].

A linear program consists of n variables, z1,...,x, > 0, and m constraints:

n

ch,i'ﬂvi <b; for j e {1,...,m}.

i=1

The goal is to maximise an objective function, f:

f(mla"wl'n) :Zflml7
=1

where the c;; and f; are integers in this work. In order to maximize f, slack-
variables, ,41,...Zp4+m > 0 are introduced, resulting in equalities in the con-
straints:

n
Tntj + Z Cji%i = bj for j € {1, . ,m}.
i=1
A solution will be an assignment to the x; such that the constraints hold. In
simplex, solutions allowing only m variables to be positive are constructed, this
is known as the basis. Each of these variables are associated with a constraint.
All other variables (the co-basis) take the value 0. The execution of the algorithm
starts by considering an initial solution with the basis consisting of the slack-
variables (taking the values bj).7 By repeatedly moving variables in and out of the
basis, the problem is rephrased and the solution improved (the value obtained
when evaluating f increased) with every iteration until one maximising f is
found. Consider the linear program written in tableau form

01’1...Cl’n100...00 bl
02,1---02,n010---00 bg
Cm1 - Cmn|000... 01| by,
—fi ... —f2[000...00[z=0

where column i, 1 < 7 < m + n, is associated with variable z;, and row j,
1 < 7 < m is associated with constraint j.

T It is assumed that the linear program is origin-feasible, i.e. setting z; = 0 for all 4
does not violate any constraint. This can be avoided with standard techniques.



For the tableau, the right-most column (except the bottom row), will be
known as the b-vector, similarly the bottom row (except the right-most ele-
ment), will be called the f-vector; note f,,11,..., fntm initially set to zero. The
sub-matrix of the constraints consisting of the columns of the slack-variables is
initialised to the identity matrix. The columns of the tableau associated with
the basis variables will always be the columns of I multiplied by a positive in-
teger, p’ (the previous pivot element, initially 1, see below). The basis variable
of the current solution associated with the j’th constraint (row) takes the value
b;/p" in the solution. The value z in the bottom right-hand corner is the objec-
tive function, f, evaluated at the current solution and multiplied by p’, initially
f(0,...,0)=0.

The integer pivoting variation of the simplex algorithm repeatedly updates
the tableau through the following steps:

I. Determine a column, C' with a negative value in the f-vector. The (guaran-
teed co-basic) variable associated with C' is chosen to enter the basis. C will
be referred to as the pivot column.

II. Determine a row, R, such that its intersection with C, Cg, is positive (con-
straining) and br/Cg is minimal. This row is called the pivot row, the ele-
ment Cg is called the pivot element. The basic variable associated with R
is the one selected for leaving the basis; after the current iteration the basic
variable associated with row R will be the one associated with C'.

III. Multiply all entries in the non-pivot rows by the pivot element.
IV. Subtract a multiple of the pivot row from all non-pivot rows such that the
updated pivot column will consist entirely of zeros except for the pivot row.

V. Divide all non-pivot rows by the previous pivot element (which is initialised
to 1)

VI. If one or more negative values in the f-vector exist, go to step I.

One problem with simplex is that it may cycle indefinitely. Though rarely
encountered in practice, the issue must be considered. Fortunately it is easily
handled using Bland’s rule: when confronted with a choice of entering or leaving
variable, pick the one with the lowest index, see [Chv83]. This implies that the
index of the variable associated with a row (constraint) must be stored along with
it and updated once the entering and leaving variables have been determined.

4 Secret Shared Arrays

Secret shared arrays will be referred to using boldface and capital letters,

[A] = ([al]v las], ..., [ak'])a

this is convenient for denoting multiple related, sharings. Indexing is written
[A] (i) meaning [a;]. Finally, the length of a shared array will be written [A].len.

Expressions of the form [A] (i]) are needed. Shared indexes will be stored as
unary counters, arrays consisting of all 0’s except for the i’th position, which is



1. These will be written in boldface to denote that in essence, they are arrays.
Indexing is now simply the computation of a dot product:

[A].len

[A](H) = D [AIG) - [,

j=1

with assignments, [A] ([i]) « [z], translating to updating every entry of [A],

Both require [A].len secure multiplications, which may be performed in parallel.

The integer value of an index, val([i]), may be computed as Zgilfn [i] (4) - 7
General indexing — computing [A] ([¢]) where [7] is a field element — is possible by
transforming [i] to [i], [RT07]. Complexity remains linear and constant-rounds.

The notation introduced for arrays will also be used for shared matrices.
Simplex continuously updates a matrix, [T], representing the tableau-form of
the problem. Indexing is done using two variables; [T] (7, ¢) denotes the entry in
the 7’th row, ¢’th column. The r’th row (¢’th column) of [T] is written [T] (r, -)
([T] (-, ¢)). Viewing columns (rows) as separate arrays allows shared indexes.

Two high-level protocols are also required, first a prefix-or computation on
arrays of shared bits, [B]. The goal is [B'], with [B"] (j) = V/_;[B] (i) for 1 < j <
[B].len. A constant-rounds solution using O([B].len) multiplications is described
in [DFK06], this is denoted pre,, (-). The second requirement is a computation of
the minimal element of an array of length k, along with its index. This is possible
using O(k) comparisons in O(loglog(k)) rounds, as well as O(k?) comparisons in
O(1) rounds. Details are available in Appendix A. Note that the result is valid
for any comparison operator on any data.

5 Privacy Preserving Simplex

Assume that a LP problem with n variables z;,...,2, > 0, m constraints
i ¢jixi < bj, and objective function f(z1,...,2,) = Y ., fi-x; is provided
in the form of sharings of the values of the constraints and terms of f,

leialy - [emmnl, [01], -+ s [bm], 1], o5 [fn]-

The problem is assumed to be bounded, i.e. there exists an optimal solution. If
this is not the case, it can be detected underway. The goal is an assignment to
the z; maximizing f without violating any constraint. This information can be
extracted from the b-vector of the final tableau and the final pivot element.

In the following, m will always denote the number of constraints with n
signifying the number of initial variables; overall there are m + n variables. The
tableau matrix, [T], has m + 1 rows and m + n + 1 columns. The f-vector and
b-vector will be denoted [F] and [B] respectively, while [S] of length m stores the
indexes of variables associated with the constraints, i.e. the basis. In the current

solution zg)(;) takes the value {BE;,(]j ) where [p'] is the most recent pivot element.




6 Translating the Body of Simplex

Translation of the simplex-iteration will be done by considering each of the five
steps individually. It is assumed that output from previous steps is available.

Step I, Determining the variable to enter the basis. This step consists of deter-
mining the pivot column by computing the minimal index, [c], such that [F] ([c])
is negative. This is clearly a candidate selected using Bland’s rule. The required
computation is seen as Protocol 1.

Protocol 1 Selecting the pivot column

Input: The tableau, [T] (including [F] by definition).

Output: [c] and [C], such that [F]([c]) is negative, [c] is minimal, and [C] is a copy
of the [c]’th column of [T].

fori«+1,...,n+m do
[D] (i) « [F](5) <0
end for

[D'] « pre, (D))
5: [c] (1) « [D'] (1)

for i+ 2,...,n+m do

[c] (i) « [D] (i) — [D'] (i — 1)
end for
[C] = [T] (-, [e])

For correctness, note that [D] (7) is 1 if z; associated with the 7’th column is
a candidate for entering the basis, otherwise it is 0. [D’] (¢) is 1 iff [D](¢') =1
for some ¢’ < 4. Hence, [c] (¢) = 1 exactly for the smallest ¢ with [D] (i) = 1 and
0 otherwise, i.e. of the form required. [C] is correct by construction.

Regarding complexity, the initial loop performs n + m comparisons. This is
followed by a prefix-or of length m + n and a costless loop. The indexing needed
to compute [C] is equivalent to m + 1 indexings into arrays of length n + m;
overall this is O(m - (n + m)) multiplications. For round complexity, note that
the body of the initial loop does not depend on previous iterations, thus they
may be executed concurrently. This implies O(1) rounds overall.

Step II, Determining the variable to leave the basis. The goal is to determine
the tightest constraint on the variable, [, i.e. find [r] € {1,2,...,m} such that

implies the smallest, non-negative value of z[¢]. In addition to this, (copies of) the
pivot row and the pivot element, [R] and [p] = [C] ([r]), must also be obtained.

[C](j) < 0 implies that constraint j does not limit x[, thus, only con-
straints with [C] (j) > 0 are relevant; these will be called applicable, the rest



non-applicable. The primary goal is the index, [r], of an applicable constraint

{2%:}; minimal; ties are broken using Bland’s rule.

with the rational value

Overall, this step consists of defining a comparison operator on constraints.
The protocol for computing a minimal entry of an array noted in Sect. 4 does the
rest. Three values of each constraint are needed: For the j’'th constraint [B] (j)
and [C] (j) define the constraint and whether it is applicable, while [S] (j) must
be used when Bland’s rule is applied.

In order to simplify the construction of the comparison operator, the problem
is transformed such that all non-applicable constraints become applicable. The
fractional values of non-applicable constraints is simply replaced by one which
is larger than the maximal possible, 3*. Here co simply represents some value
larger than the largest possible value of the [B] (5)’s, e.g. oo = 2% if these values
are k-bit. The updated arrays [C'] and [B’] are computed as

for 1 < j < m. This ensures that all constraints are applicable, using only O(m)
comparisons and multiplications in O(1) rounds. The solution is unchanged as
the LP was assumed bounded, i.e. some initial constraint was applicable.

N

The next task is to define the comparison operator, C, for constraints —
triples ([C'] (), [B’] (4),[S] (j)). It is essence just a comparison of non-negative
fractions, g—:, except that in the case of equality, the S values must be compared.
Noting that for non-negative integers a,, and b,,, and positive integers a4 and by,

the desired output may be computed using integer comparison. An analogous
equation holds for equality, thus, Bland’s rule applies exactly when the two
products are equal. Details are seen in Protocol 2. Correctness follows by the
above, while complexity is equivalent to the standard comparison under big-O.

-

Protocol 2 Constraint comparison,

Input: Triples ([C;], [B:], [Si]) and ([C}], [Bj], [S;]) representing applicable constraints
to be compared — [C;] and [C}] represent the relevant entries of the pivot column
while [B;] and [Bj] represent the values of the b-vector. Finally [S;] and [S;] are
the index-values of the current basis variables associated with the two constraints,
i.e. the candidates to leave the basis.

Output: [b] € {0,1} — one if the left argument, ([C;], [B;], [Si]), constrains less than
the right, ([C;], [B;],[S;]), with ties broken using Bland’s rule.

[] < [Bi] - [C4]
[r] < [Bj] - [C4]

8] < ([ < 7)) 2 (1Si] < [S5)) + ([) < [+])




[r] is determined by applying one of the protocols of Appendix A on the array

([T, [B(1),[8]1(1)),...,([C(m),[B] (m), 8] (m)))

using Protocol 2 as comparison operator. This determines the desired index, [r],
along with the triple, ([CL],[B.],[S,]).® Obtaining a copy of the pivot row, [R],
is simply an indexing operation, [R] < [T] ([r], ). Note that [C/] = [C'] ([r]) =
[C]([r]) is the pivot element. Finally, [S] must reflect the updated basis, i.e.
[S] ([r]) must be set to val([c]).

The initial transformation and computing the minimal using Protocol 2 re-
quires O(m) comparisons and multiplications. Determining [R] requires m+n+1
indexing operations in arrays of length m, and the update of [S] a single indexing
operation of size m. Overall this amounts to O(m - (m + n)) multiplications and
O(m) comparisons in O(loglog(m)) rounds.

Step III, Multiply all non-pivot rows by the pivot element. The previous steps
determined the variables to enter and leave the basis in the form of indexes, [c]
and [r], as well as the pivot element, [p]. The third step consists of multiplying
all entries of the tableau — except the ones in the pivot row — by the latter. This
is accomplished by Protocol 3. For correctness, note that after step 4, all entries
in [M] are [p] except the [r]’th, which is [1]. Thus, step 7 multiplies the entries
of non-pivot rows by the pivot element, while leaving the pivot row implicitly
untouched. Only the indexing with [r] and the updating of the tableau require
multiplication, implying O(m- (n+m)) multiplications in all. Round complexity
is constant as all entries of the tableau may be updated concurrently.

Protocol 3 Multiplication of all non-pivot rows by the pivot element

Input: The tableau, [T], the index of the pivot row, [r], and the pivot element, [p].
Output: The updated tableau, [T'], with all non-pivot rows multiplied by [p].
for j«<1,...,m+1do
M] (5) < [p)
end for
M) (r]) + 1
5. for j < 1,...,m+1do
fori«+ 1,...,n+m+1do
[T') (G.4) < M) () - [T) (G, )
end for
end for

Step IV, Subtract a multiple of the pivot row from all non-pivot rows. Note
first that as all non-pivot rows have been multiplied by the pivot element, the
multiple to subtract from non-pivot row j is the j’th entry of the original pivot

& An unbounded LP implies that [B.] = oo will occur, allowing this to be detected.



column, [C]. The computation is analogous to that of step III; set the multiple
to be subtracted from the pivot row to zero and subtract the relevant multiple
for each entry in the tableau, Protocol 4. Correctness is equivalent to step III,
as is the complexity obtained: O(m - (m + n)) multiplications in O(1) rounds.

Protocol 4 Subtraction of a multiple of the pivot row from all non-pivot rows
Input: The tableau, [T], the index of the pivot row, [r], the pivot row, [R], and the
original pivot column, [C].
Output: The updated tableau, [T'], such that all non-pivot rows are zero in the pivot
column.
(€] (ir]) < 0
for j«<1,...,m+1do
fori«+ 1,...,n+m+1do
[T') (1) < [T] G,4) — [C] () - [R] (3)
5: end for
end for

Step V, Divide non-pivot rows by the previous pivot element. The final step
requires an integer division for all non-pivot row entries. General constant-rounds
integer division is possible but expensive. However, this is not a general case:
[p'] divides [T] (j,%) for all entries not in the pivot row (see [Ros05] for a proof).
This simplifies the problem, as division can be implemented as multiplication
by the multiplicative inverse (in the field) of the divisor.” Element inversion is
possible using the well-known protocol of Bar-Ilan and Beaver, [BB89)].

Having obtained [(p’) '], this must be multiplied onto all non-pivot rows.
This problem is equivalent to step III; the tableau may be updated with an invo-
cation of Protocol 3. Inversion is efficient, implying that complexity is dominated
by Protocol 3, O(m - (n + m)) multiplications in O(1) rounds.

QOwverall complezity. Combining the above analyses, the overall complexity of
steps I through V is found to be O(m - (m 4 n)) multiplications and O(m + n)
comparisons. Each step performs at most a constant number of multiplications
per entry in the tableau — sometimes hidden in indexing operations — in addition
to the comparisons in the first two steps. Round complexity is dominated by step
IT, O(loglog(m)). Reducing round complexity to O(1) increases the number of
comparisons to O(n + m?).

7 Iteration and Termination

Evaluating the termination condition — determining whether to continue — is
costless except for the final (failing) test. Consider an optimistic approach where

% For Paillier encryption, a negligible number of elements are not invertible; this does
not pose a problem.



step I is performed with no knowledge of whether or not [F| contains a negative
entry. If no such entry exists, then the array of test results — and therefore also
the “index” determined — will contain all 0’s. The sum of entries of the index is
therefore 0 in this case, while a proper index sums to 1.

Simple reconstruction at every iteration allows the parties to determine if
they are done; this leaks the number of pivots but no more. If this is not accept-
able, the point of termination can be hidden using dummy pivots. The termina-
tion condition remains secret and computation continues. After each iteration,
conditional selections are used to ensure that the final tableau is not changed
by choosing the previous one if termination had already occured. This does not
alter the big-O compexity.

Unless exponentially many iterations are performed Some information will
be leaked. Needing exponentially many pivots is unlikely, though. It is some-
times stated that in practice, runtime is linear in the number of constraints
and logarithmic in the number of variables. Performing U pivots, where U is a
likely upper bound, reveals only that — as expected — fewer than U pivots were
performed.

Other compromises and variations are also possible. Public testing of the ter-
mination condition can be restricted to every k’th pivot. The exact number of
iterations remains secret, but roughly the right amount are performed. Alterna-
tively, given multiple LP problems of the same size, it is possible to only reveal
the overall number of pivots performed. Conditional selection can be used to
obliviously replace the “working-tableau” by a fresh problem upon termination,
it will not be known what tableau a given pivot considered. The drawback is that
every LP problem is touched at every iteration resulting in worse complexity.
Naturally, it is also possible to construct hybrids between all these variations.

8 Determining the Solution from the Tableau

Recall that the goal of securely solving an LP is sharings of the assignments to
the variables as well as a sharing of the evaluation of the objective function at
that point. By explicitly obtaining sharings, the protocol can be used not only
for solving the LP and providing (parts of) the solution directly to parties, it is
also possible to use the output as input for additional MPC, allowing the present
work to be used as a building block.

The solution consists of rational values given as the b-vector and the final
pivot element, [p']. These values must be assigned to the basis variables rep-

resented by [S]: the j'th basis variable, x[g)(;), takes the value D?;,(}j); co-basic

variables are simply 0. The result is stored uniquely as [S], [B], and [p’], but
seeing these reveals information. Examples include which slack-variables are in
the basis and which basis variable is associated with which constraint.
Computing an array containing the values assigned to the numerator of each
z; in the solution eliminates this problem; this is accomplished by Protocol 5.



All variables are initialised to 0, after which the values of [S] are used to index.
m indexing operations on an array of length n'°® provides the desired result.

Protocol 5 Assigning the solution to the variables, z;

Input: The solution stored as the b-vector, [B] and the list of basis variables, [S].
Output: An array [X], such that [X] () takes the value of the numerator of the value
assigned to z;.

fori+ 1,...,n do
[X](z) <0
end for
fori«+ 1,...,m do
5: [X]([S] (7)) « [B] ()
end for

Naively, the updates of the [X] () must occur sequentially implying O(m)
rounds. However, no entry of [X] is updated more than once, as the basis vari-
ables are distinct. It is therefore possible to parallelize the conditional selections.
“Non-triggering” selections result in a 0 which is to be added to the original value;
performing all these in parallel first and then performing the additions provides
a constant-rounds solution with the same complexity, O(n - m).

The rational value [X](¢) /[p'] is assigned to x; and can be provided to any
party or used in subsequent computation. The same is true for f(xy,...,z,) =
[2]/[p']. However, seeing one of these values leaks the final pivot element. Values
must be represented in a canonical way to prevent leakage, i.e. the fractions must
be reduced.

This can be done using the technique of Fouque et al. [FSW02]: rational
values may be encoded as numerator times inverse of denominator in the prime
field.!! The conversion is efficient and this provides a canonical representation.
Naturally the technique only works for values of a bounded size. However, this
issue was already encountered when simulating integer computation; it is merely
a question of selecting an appropriate modulus initially.

9 Choosing a Modulus

A final point to consider is the choice of modulus, q. How large numbers must
be representable? [Goe94] provides upper bounds on the maximal bit-length of
the values of the tableau through Hadamard’s inequality. At most

L =log(detmaz) + B+ F+m+n+1

bits are required per value, where B and F' are the bit-lengths of the original
b;’s and f;’s respectively, while det,,q; is the maximal determinant of an m x m

10 Slack-variables are ignored, for [S] (j) > n the update does implicitly nothing.
11 This also works Paillier encryption, though not all elements are invertible.



sub-matrix of constraint-rows. Letting C' denote the bit-length of the c;;, by
Hadamard’s inequality,

log(detmaz) < (m - (2C +log(m)))/2.

Note that ¢ must be of twice this bit-length: comparing fractions require double
precision and so does the reduction of fractions at the very end.

As an example, consider the case of 32-bit inputs, 32 variables, and 16 con-
straints. Approximately 650-bits are required for tableau-values implying that a
1300-bit prime must be used. While relatively large, this cannot be avoided — at
least not with perfect precission — as there are LP problems, which require this.

10 Concluding Remarks

The privacy-preserving LP-solver presented is a good solution in the sense that
the most used operations — the arithmetic — are cheap. The O(m(m - n)) secure
multiplications are simply invocations of a basic primitive. Though this makes
the O(m + n) secure comparisons slightly more difficult, performing bit-wise
addition or multiplication is very costly and a lot more difficult.

Regarding privacy, how can we be certain that there are no unintentional
information leaks? As noted above, information is only disclosed when a value is
intentionally revealed; privacy follows from the privacy of the primitives. This
only occurs for the termination condition and the output, and neither carry any
additional information. The former is either 0 or 1, while the latter is stored in
a canonical way.

Note that considering an abstract comparison protocol implies that if a new
and improved protocol is constructed, overall complexity of this work immedi-
ately improves. Moreover, for an actual implementation of the LP-solver, it could
be preferable to use a non-constant-rounds solution. This approach can reduce
actual runtime, as expensive tricks to obtain constant-rounds can be avoided.
big-O-complexity remains the same — at least with the present knowledge — but
the hidden constants are reduced. Moreover, as constants are small, the actual
number of rounds may increase only slightly if indeed at all.
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A Computing the Minimal of Multiple Values

An efficient means of obtaining the minimal of multiple shared values is required
in simplex. Formalising the problem, let an array [A] of length k be given, the
goal will be to compute a sharing of the minimal value, [min] = min;<;<x [A] (¢),
along with an sharing of its index, [i]. All of what is described in this appendix
is simple adaptation of results from parallel algorithms, see any text-book e.g.
[J4j92].

For simplicity assume that & is a power of two. The obvious solution is to
construct a binary tree, Protocol 6. It is easily verified that O(k) comparisons and

Protocol 6 mingy(eg(k))(-) — Computing the minimal element in O(log(k))
rounds.
Input: [A], such that £k = [A].len is a two-power.
Output: [i] and [min], such that [min] = [A] ([i]) is minimal.
if [A].len = 1 then
[min] « [A] (1)
: [i] « (1)
5: for j < 1,...,k/2 do
[B] (7) < [A](2-7 - 1) <[A](2-))
d[Af'] () < [B](G) 7[A](2-7 1) : [A](2-))
([i'], [min]) + minoog(w)) ([A'])
10: for j«+1,...,k/2 do
(2 1) < Bl G) [{]()
{](2-5) < (1— B] () - ]
end for
end if

multiplications are used. Moreover, as all computation in the loops parallelize,
the overall round complexity is O(log(k)). Correctness is immediate.

It is possible to improve on the round complexity of the above. Let A(-) denote
a protocol taking an array of shared bits as input and returning their logical AND
and consider Protocol 7. Each column in the [B]-matrix is associated with an
entry of [A]. For the minimal entry, the column will contain all ones, however, for
a non-minimal entry, at least one zero will exist. Thus, computing the AND of the
bits of every column results in an index for the minimal element. Note that the
protocol provides the correct result even when the minimal entry is not unique,
in this case the minimal index of the minimal value is returned. Concerning
complexity, O(k?) comparisons and O(k) multiplications are required, however,
everything parallelizes and can therefore be performed in O(1) rounds. The only
non-trivial detail is unbounded fan-in AND. Assuming that k& < ¢, where ¢ is
defines the field, this can be done by adding all bits, and computing whether the
sum equals the number of input-bits, i.e. using an equality.



Protocol 7 ming(y(-) — Computing the minimal element in O(1) rounds.

Input: [A] with [A].len = k.
Output: [i] and [min], such that [min] = [A] ([i]) is minimal.
for j«1,...,kdo
B)(j,)) « 1
end for
for j«1,...,k do
5: for j' <~ j+1,...,k do

[B] (4,5') « [A] (§) > [A] (/")
[B](5',5) 1 - [B](5,5")
end for
end for
10: for j <+ 1,...,k do
[i] () < A(B] (-, 7)
end for
[min] « [A] ([}

Protocol 7 can be used to construct an O(loglog(k)) rounds protocol using
only O(k) comparisons and multiplications. This is done in two steps, first an
O(loglog(k)) rounds solution using O(k - loglog(k)) comparisons and multiplica-
tions is constructed, this is then used in conjunction with Protocol 6 to construct
a protocol requiring only O(k). For the full details see [J4j92] Sect. 2.6.2 and
2.6.3.

Divide [A] into V'k sub-arrays of length vk each, apply recursion, and use
Protocol 7 to compute the minimal from the vk candidates returned. The index
is obtained similar to Protocol 6; this protocol has the stated complexity. The
linear version is obtained through accelerated cascading: Perform [logloglogk]
iterations of Protocol 6 reducing the problem by a factor of loglog(k). From
there the O(k - loglog(k)) protocol is applied, the overall result is the desired
O(loglog(k)) rounds, O(k) comparisons and multiplications.

A final observation is that the protocols above can be used with any mul-
tiparty comparison on arbitrary data, as long as there exists some notion of
“minimal.” Naturally, the overall complexity depends on the complexity of the
comparison operator.



