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Abstra
t. Solving linear programming (LP) problems 
an be used tosolve many di�erent types of problems. Immediate examples in
lude 
er-tain types of au
tions as well as ben
hmarking. However, the input datamay originate from di�erent, mistrusting sour
es, whi
h implies the needfor a priva
y preserving solution.We present a proto
ol solving this problem using bla
k-box a

ess to se-
ure modulo arithmeti
. The solution 
an be instantiated in various set-tings: Adversaries may be both a
tive and adaptive, but passive and/orstati
 ones 
an be employed, e.g. for eÆ
ien
y reasons. Perfe
t se
urity
an be obtained in the information theoreti
 setting (up to 1=3 
orrup-tions), while 
orruption-of-all-but-one is possible in the 
ryptographi
setting. The latter allows a two-party proto
ol.The solution is based on the well known simplex method. Letting ndenote the number of initial variables and m the number of 
onstraints,ea
h pivot requires only O(loglog(m)) rounds in whi
h O(m(m + n))multipli
ation proto
ols and O(m+n) 
omparison proto
ols are invoked;this is equivalent to the base-algorithm. A 
onstant-rounds variation isalso possible, this in
reases the number of 
omparisons to O(m2 + n).Key words: Multiparty 
omputation, Se
ure 
ollaboration, Linear pro-gramming
1 Introdu
tionMultiparty 
omputation (MPC) allows mutually mistrusting parties to jointlyperform a 
omputation without revealing their data. It is natural to 
onsiderapplying su
h te
hniques to solving linear programming (LP) problems. Theappli
ations are not limited to simply managing resour
es, though this is of
ourse possible. They span diverse topi
s, in
luding ben
hmarking and au
tions.One appli
ation of an MPC LP-solver is the relative performan
e pays
hemeof Nielsen and Toft [NT07℄, where employers wish to motivate employees throughbonus s
hemes based on perfoman
e 
ompared to the 
ompetition, i.e. throughben
hmarking. But no 
ompany is willing to share produ
tion 
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trade se
rets with their 
ompetitors. This paper provides an eÆ
ient instantia-tion of the primitives needed in [NT07℄.Another example is multi-attribute au
tions that allow bidding to not onlyre
e
t pri
e, but also to take quality into a

ount. In reverse au
tions, for in-stan
e, one party o�ers a 
ontra
t to perform some task, say to 
onstru
t a roadwith some minimal spe
i�
ation. Bidders supply their pri
e for doing so, andthe 
heapest o�er is 
hosen. However, the parties also have private informationregarding the 
ost of, and willingness to pay for, higher quality. Bogetoft andNielsen have 
onstru
ted su
h au
tions using LP problems [BN08℄.It seems highly likely that e
onomi
s may provide many other interestingappli
ations. Informally, the revelation prin
iple states that for games of in-
omplete information, there is a revelation me
hanism, where it optimal for theplayers to truthfully supply their preferen
es (to a \trusted third party" who
omputes the optimal solution.) With the present work it is simply a questionof designing me
hanisms as LP problems.Related Work: There are multiple algorithms for solving LP problems. The ellip-soid and interior point methods due to Kha
hiyan and Karmarkar respe
tively[Kha79,Kar84℄ allow LP problems to be solved in polynomial time. Formulatingone of these as a Boolean 
ir
uit and applying one of the 
lassi
 results of MPC,[Yao86,GMW87,BGW88,CCD88℄, provides a solution. Applying a general solu-tion is expensive, though. The evaluation of every Boolean gate 
onsists of exe-
uting some 
ryptographi
 primitive, i.e. every basi
 arithmeti
 operation per-formed 
onsists of many invo
ations of those primitives. Moreover, 
onstru
tinga round-eÆ
ient solution in the information theoreti
 setting is not immediate.Li and Atallah have proposed a solution to solving LP problems [LA06℄.They 
onsider two honest-but-
urious parties who learn a maximizing assign-ment to the variables. In addition, they provide ad-ho
 
he
ks against mali
iousbehaviour, e.g. verifying that the assignment does not violate any 
onstraints.This may limit the damage possible, but does not rule out mali
ious behaviourin general.The solution is based on integer 
omputation (additive sharing and pub-li
 key 
ryptography) and simplex, where pivots are performed on a permuted(masked) tableau. Termination is tested publi
ly implying that the number ofiterations is leaked. Complexity is O(k(m2 + mn + `(m + n)) + `m(n + m))3modular exponentiations, where k is the number of iterations, ` the bit-lengthof the numbers involved, m the number of 
onstraints, and n the number of ini-tial variables. There are, however, a number of problems with Li and Atallah'ssolution.The index of the �nal variable entering the basis is leaked. This is easily�xed by randomizing the tableau at the end. A se
ond problem o

urs when theoutput is determined. Li and Atallah �rst output the basis, then set the basisvariables to their respe
tive values. Seeing only a maximizing solution, however,may reveal less information, e.g. it is not possible to distinguish between basi
3 [LA06℄ 
onsiders n to be the overall number of variables, this is m+ n here.



variables set to zero and 
o-basi
 variables. It is highly questionable that thisleaks any useful information in pra
ti
e. Yet, there is no guarantee that this isthe 
ase, so the issue must at least be 
onsidered before applying the solution.A more signi�
ant problem is that the proto
ol may provide an in
orre
t re-sult. The se
ure 
omputation may also leak information in this 
ase. The problemo

urs at the end of the 
omputation. Basis variables are sought out by determin-ing 
olumns with only one non-zero position { doing this blindly does not work.Consider maximizing f(x1; x2) = x1 + x2 under the 
onstraints that x1; x2 � 0and 
1x1+
2x2+xS = 1, where xS is a sla
k-variable (larger examples are easily
onstru
ted.) If 
 = 
1 = 
2, then the �nal state is
 
 1 10 0 
 1whi
h assigns 1=
 to both x1 and x2, whi
h violates the 
onstraint. With somework it should be possible to determine a maximizing assignment, whi
h doesn'tviolate 
onstraints. However, leakage is a problem: in the above example bothparties learn that 
1 = 
2.A �nal issue is that it is infeasible to perform more than a few pivots. Ea
hpivot potentially doubles the bit-lengths needed to represent the values of thetableau. As the 
omputation is se
ure, we must not learn the a
tual bit-lengths,implying that we must always work with full-size numbers. Starting with 32-bit numbers, after ten iterations these have grown to 32 thousand bits. Aftertwenty they have in
reased to 32 million. Thus, even for small inputs their basi
operations soon be
ome modular exponentiations with a million-bit modulus.Two related problems are those of Distributed Constraint Satisfa
tion Prob-lems (DisCSP) and Distributed Constraint Optimization Problems (DCOP).Multiple parties wish to �nd some optimizing assignment to variables but haveprivate 
onstraints/priorities regarding the solution spa
e. Though seeminglysimilar, these problems are quite di�erent. First, we 
onsider arbitrarily dis-tributed data. Se
ond and more importantly, their 
onstraints are not linear.Moreover, though DisCSP and DCOP literature state priva
y as important,most work fo
uses solely on eÆ
ien
y. Full s
ale MPC solutions for DisCSPsand DCOPs has been 
onsidered, e.g. by Silaghi et al. [Sil04,SFP06℄. The basi
idea in that work is to test the entire sear
h spa
e (with improvements for 
ertaintypes of problems) and pi
k a random solution. This exhaustive approa
h 
ouldbe applied to LP problems, however, with large, rational-valued sear
h spa
esthis is 
learly infeasible.Contribution: A solution for solving LP problems is 
onstru
ted based on bla
k-box, se
ure modular arithmeti
 along with additional sub-proto
ols, e.g. for 
om-parison. The notion 
an be formalized, e.g. using the arithmeti
 bla
k-box ofDamg�ard and Nielsen [DN03℄. Using abstra
t primitives allows di�erent instan-tiations. Information theoreti
 se
urity is possible, e.g. based on Shamir sharingand the proto
ols of Ben-Or et al. [Sha79,BGW88℄. So is 
omputational se
urity,say through threshold Paillier en
ryption [Pai99,DJ01,CDN01℄. Both provide so-



lutions in the multiparty setting and ensure se
urity against a
tive adversaries.The 
ryptographi
 solution also allows a two-party version.4As with [LA06℄, the solution is based on simplex, however, rather than mask-ing the tableau (whi
h is diÆ
ult in the present setting), the pivots are performedobliviously. A se
ond di�eren
e is that the possibility of 
y
ling { never terminat-ing { is 
onsidered here. Though it is rarely en
ountered in pra
ti
e, it ensuresthat termination 
an be guaranteed. Cryptographi
 proto
ols may be applied asbuilding blo
ks in many settings, and it should not be assumed that the input is\real-world data." Similar to Li and Atallah, information on the number of piv-ots performed is leaked. Means for redu
ing the leak (hiding the a
tual numberof pivots) are 
onsidered, but as simplex may require an exponential number ofpivots, without exponential work there 
an be no 100% guarantees.The problems of the proto
ol of Li and Atallah do not o

ur in this work.Moreover, the solutions presented in this paper may also be applied there. Fi-nally, the present proto
ol has slightly better 
omplexity { O(m(n+m)) se
uremultipli
ations and O(n+m) se
ure 
omparisons are needed per pivot. With aPaillier based solution, one multipli
ation is 
omparable to a 
onstant number ofexponentiations, while 
omparisons are equivalent to O(`) exponentiations; the`m(n +m) term is eliminated. With se
ret sharing, 
omputational 
omplexityimproves further, as we are working dire
tly on (shares of) the a
tual valuesrather than en
ryptions { se
ure multipli
ations are implemented using modularmultipli
ation rather than exponentiation.Round 
omplexity takes a hit in the present solution, though. Where [LA06℄provides a 
onstant-rounds pivot, here O(loglog(m)) rounds are needed. A 
on-stant round version is possible, but this in
reases 
omplexity to O(n+m2) se
ure
omparisons.Finally, rather than providing the output, here the result is shared in the end,implying that it may be used in further 
omputation. Moreover, in di�eren
e toLi and Atallah, the present solution provides full pre
ision, i.e. it is guaranteedthat there are no rounding errors.
Overview: Se
tion 2 of this paper des
ribes the 
ryptographi
 primitives andintrodu
es notation. Se
tion 3 gives a brief overview of the simplex method.Se
tion 4 introdu
es notation and primitives for shared arrays. In the remainingse
tions, the details of the simplex proto
ol are presented. Se
tion 5 spe
i�esthe overall task and 
ontains general remarks. Following this, Se
t. 6 des
ribesthe implementation of the body of the simplex algorithm using MPC primitives.Se
tions 7 and 8 
onsiders iteration, termination, and obtaining the result in theend. Finally Se
t. 9 
onsiders the required size of the modulus, while Se
t. 10provides 
on
luding remarks.4 [CDN01℄ 
an be modi�ed to provide se
urity against mali
ious behaviour from allbut one parties, though naturally termination 
annot be guaranteed in this 
ase.



2 Cryptographi
 Preliminaries and NotationInteger arithmeti
 
an be simulated with arithmeti
 modulo some M , as long asM is 
hosen suÆ
iently large, i.e. su
h that no over
ow o

urs. Se
ure integer
omputation 
an therefore be simulated using linear, 
ryptographi
 primitivesalso allowing multipli
ation (through a proto
ol). This 
an be instantiated withse
ret sharing (e.g. Shamir sharing over Zq ) or (threshold) homomorphi
 publi
key 
ryptography (e.g. Paillier en
ryption.) Both examples imply that M onlyhas large prime-fa
tors, whi
h is required below.Negative values su
h as �a will be represented in the natural way, i.e. asM � a 2 ZM . This ensures that both addition and multipli
ation involving neg-ative values work as desired. We spe
ify no further details regarding the s
heme,though we do require that the multipli
ation proto
ol is 
onstant-rounds5 as wellas a some form of 
omposition theorem allowing both sequential and parallel ex-e
ution. This implies that information leaks do not o

ur in sub-proto
ols { it
an only o

ur when information is intentionally revealed.We use terminology from se
ret sharing, writing se
ret values in square bra
k-ets, [a℄. Se
ure 
omputation will be des
ribed using an in�x notation with[
℄ [a℄ � [b℄denoting a run of the multipli
ation proto
ol on shared inputs a and b; theresulting shares are stored in 
. This eases readability and is easily translated toproto
ol exe
utions and lo
al 
omputation.The basi
 measure for 
ommuni
ation 
omplexity will be the number of se-
ure multipli
ations performed. As the underlying primitives are linear, additionsand multipli
ations by publi
 values do not require intera
tion, and are 
onsid-ered 
ostless. The number of rounds refer to the number of messages transmit-ted during the entire proto
ol. This 
an only be spe
i�ed through invo
ations ofprimitives. However, by assuming that sharing, multipli
ation, and re
onstru
-tion is 
onstant-rounds, the di�eren
e will only be o� by a 
onstant.In order to present the proto
ol a few additional primitives are needed; these
an be 
onstru
ted from the above. First o�, shared bits, [b℄ 2 f0; 1g, are needed.Su
h values will be used repeatedly, e.g. for 
onditional sele
tion.[b℄ ? [a℄ : [a0℄sele
ts either [a℄ (if [b℄ is one) or [a0℄ (if [b℄ is zero) and is a shorthand of[b℄ � ([a℄� [a0℄) + [a0℄.Proto
ols for 
omparison of shared values are required, with [a℄ ?< [a0℄ de-noting a proto
ol run resulting in a shared bit, [a < a0℄. This 
an be realisedin 
onstant-rounds, [DFK+06,NO07℄.6 An equality test is de�ned analogously;in both 
ases the number of multipli
ations is linear in the bit-lengths of theinputs.5 This resti
tion is for 
omplexity analysis alone.6 [DFK+06,NO07℄ are easily modi�ed to 
onsider negative inputs.



3 SimplexThe simplex method is a well-known strategy for solving linear programs. Despitean exponential worst-
ase 
omplexity, it is eÆ
ient in pra
ti
e and used in alarge range of appli
ations. This se
tion will 
ontain a brief overview of (thesteps of) the algorithm. For a full des
ription as well as explanation of thedetails, the reader is referred to [Chv83℄. As the basi
 primitives des
ribed in theprevious se
tion involve only integer 
omputation, a variation of simplex usinginteger pivoting is 
onsidered. This te
hnique, generally attributed to Edmonds,is des
ribed in detail by Rosenberg in [Ros05℄.A linear program 
onsists of n variables, x1; : : : ; xn � 0, and m 
onstraints:nXi=1 
j;i � xi � bj for j 2 f1; : : : ;mg.The goal is to maximise an obje
tive fun
tion, f :f(x1; : : : ; xn) = nXi=1 fi � xi,where the 
j;i and fi are integers in this work. In order to maximize f , sla
k-variables, xn+1; : : : xn+m � 0 are introdu
ed, resulting in equalities in the 
on-straints: xn+j + nXi=1 
j;ixi = bj for j 2 f1; : : : ;mg.A solution will be an assignment to the xi su
h that the 
onstraints hold. Insimplex, solutions allowing only m variables to be positive are 
onstru
ted, thisis known as the basis. Ea
h of these variables are asso
iated with a 
onstraint.All other variables (the 
o-basis) take the value 0. The exe
ution of the algorithmstarts by 
onsidering an initial solution with the basis 
onsisting of the sla
k-variables (taking the values bj).7 By repeatedly moving variables in and out of thebasis, the problem is rephrased and the solution improved (the value obtainedwhen evaluating f in
reased) with every iteration until one maximising f isfound. Consider the linear program written in tableau form
1;1 . . . 
1;n 1 0 0 . . . 0 0 b1
2;1 . . . 
2;n 0 1 0 . . . 0 0 b2. . . . . . . . .
m;1 . . . 
m;n 0 0 0 . . . 0 1 bm�f1 . . . �fn 0 0 0 . . . 0 0 z = 0where 
olumn i, 1 � i � m + n, is asso
iated with variable xi, and row j,1 � j � m is asso
iated with 
onstraint j.7 It is assumed that the linear program is origin-feasible, i.e. setting xi = 0 for all idoes not violate any 
onstraint. This 
an be avoided with standard te
hniques.



For the tableau, the right-most 
olumn (ex
ept the bottom row), will beknown as the b-ve
tor, similarly the bottom row (ex
ept the right-most ele-ment), will be 
alled the f -ve
tor; note fn+1; : : : ; fn+m initially set to zero. Thesub-matrix of the 
onstraints 
onsisting of the 
olumns of the sla
k-variables isinitialised to the identity matrix. The 
olumns of the tableau asso
iated withthe basis variables will always be the 
olumns of I multiplied by a positive in-teger, p0 (the previous pivot element, initially 1, see below). The basis variableof the 
urrent solution asso
iated with the j'th 
onstraint (row) takes the valuebj=p0 in the solution. The value z in the bottom right-hand 
orner is the obje
-tive fun
tion, f , evaluated at the 
urrent solution and multiplied by p0, initiallyf(0; : : : ; 0) = 0.The integer pivoting variation of the simplex algorithm repeatedly updatesthe tableau through the following steps:I. Determine a 
olumn, C with a negative value in the f -ve
tor. The (guaran-teed 
o-basi
) variable asso
iated with C is 
hosen to enter the basis. C willbe referred to as the pivot 
olumn.II. Determine a row, R, su
h that its interse
tion with C, CR, is positive (
on-straining) and bR=CR is minimal. This row is 
alled the pivot row, the ele-ment CR is 
alled the pivot element. The basi
 variable asso
iated with Ris the one sele
ted for leaving the basis; after the 
urrent iteration the basi
variable asso
iated with row R will be the one asso
iated with C.III. Multiply all entries in the non-pivot rows by the pivot element.IV. Subtra
t a multiple of the pivot row from all non-pivot rows su
h that theupdated pivot 
olumn will 
onsist entirely of zeros ex
ept for the pivot row.V. Divide all non-pivot rows by the previous pivot element (whi
h is initialisedto 1)VI. If one or more negative values in the f -ve
tor exist, go to step I.One problem with simplex is that it may 
y
le inde�nitely. Though rarelyen
ountered in pra
ti
e, the issue must be 
onsidered. Fortunately it is easilyhandled using Bland's rule: when 
onfronted with a 
hoi
e of entering or leavingvariable, pi
k the one with the lowest index, see [Chv83℄. This implies that theindex of the variable asso
iated with a row (
onstraint) must be stored along withit and updated on
e the entering and leaving variables have been determined.
4 Se
ret Shared ArraysSe
ret shared arrays will be referred to using boldfa
e and 
apital letters,[A℄ = �[a1℄; [a2℄; : : : ; [ak℄�,this is 
onvenient for denoting multiple related, sharings. Indexing is written[A℄ (i) meaning [ai℄. Finally, the length of a shared array will be written [A℄.len.Expressions of the form [A℄ ([i℄) are needed. Shared indexes will be stored asunary 
ounters, arrays 
onsisting of all 0's ex
ept for the i'th position, whi
h is



1. These will be written in boldfa
e to denote that in essen
e, they are arrays.Indexing is now simply the 
omputation of a dot produ
t:
[A℄ ([i℄) = [A℄.lenXj=1 [A℄ (j) � [i℄ (j) ,

with assignments, [A℄ ([i℄) [x℄, translating to updating every entry of [A℄,[A℄ (j) [i℄ (j) ? [x℄ : [A℄ (j).Both require [A℄.len se
ure multipli
ations, whi
h may be performed in parallel.The integer value of an index, val([i℄), may be 
omputed as P[i℄.lenj=1 [i℄ (j) � j.General indexing { 
omputing [A℄ ([i℄) where [i℄ is a �eld element { is possible bytransforming [i℄ to [i℄, [RT07℄. Complexity remains linear and 
onstant-rounds.The notation introdu
ed for arrays will also be used for shared matri
es.Simplex 
ontinuously updates a matrix, [T℄, representing the tableau-form ofthe problem. Indexing is done using two variables; [T℄ (r; 
) denotes the entry inthe r'th row, 
'th 
olumn. The r'th row (
'th 
olumn) of [T℄ is written [T℄ (r; �)([T℄ (�; 
)). Viewing 
olumns (rows) as separate arrays allows shared indexes.Two high-level proto
ols are also required, �rst a pre�x-or 
omputation onarrays of shared bits, [B℄. The goal is [B0℄, with [B0℄ (j) = _ji=1[B℄ (i) for 1 � j �[B℄.len. A 
onstant-rounds solution using O([B℄.len) multipli
ations is des
ribedin [DFK+06℄, this is denoted pre_(�). The se
ond requirement is a 
omputation ofthe minimal element of an array of length k, along with its index. This is possibleusing O(k) 
omparisons in O(loglog(k)) rounds, as well as O(k2) 
omparisons inO(1) rounds. Details are available in Appendix A. Note that the result is validfor any 
omparison operator on any data.
5 Priva
y Preserving SimplexAssume that a LP problem with n variables x1; : : : ; xn � 0, m 
onstraintsPni=1 
j;i �xi � bj , and obje
tive fun
tion f(x1; : : : ; xn) =Pni=1 fi �xi is providedin the form of sharings of the values of the 
onstraints and terms of f ,[
1;1℄; : : : ; [
m;n℄; [b1℄; : : : ; [bm℄; [f1℄; : : : ; [fn℄.The problem is assumed to be bounded, i.e. there exists an optimal solution. Ifthis is not the 
ase, it 
an be dete
ted underway. The goal is an assignment tothe xi maximizing f without violating any 
onstraint. This information 
an beextra
ted from the b-ve
tor of the �nal tableau and the �nal pivot element.In the following, m will always denote the number of 
onstraints with nsignifying the number of initial variables; overall there are m+ n variables. Thetableau matrix, [T℄, has m+ 1 rows and m+ n+ 1 
olumns. The f -ve
tor andb-ve
tor will be denoted [F℄ and [B℄ respe
tively, while [S℄ of length m stores theindexes of variables asso
iated with the 
onstraints, i.e. the basis. In the 
urrentsolution x[S℄(j) takes the value [B℄(j)[p0℄ , where [p0℄ is the most re
ent pivot element.



6 Translating the Body of SimplexTranslation of the simplex-iteration will be done by 
onsidering ea
h of the �vesteps individually. It is assumed that output from previous steps is available.Step I, Determining the variable to enter the basis. This step 
onsists of deter-mining the pivot 
olumn by 
omputing the minimal index, [
℄, su
h that [F℄ ([
℄)is negative. This is 
learly a 
andidate sele
ted using Bland's rule. The required
omputation is seen as Proto
ol 1.
Proto
ol 1 Sele
ting the pivot 
olumnInput: The tableau, [T℄ (in
luding [F℄ by de�nition).Output: [
℄ and [C℄, su
h that [F℄ ([
℄) is negative, [
℄ is minimal, and [C℄ is a 
opyof the [
℄'th 
olumn of [T℄.for i 1; : : : ; n+m do[D℄ (i) [F℄ (i) ?< 0end for[D0℄ pre_([D℄)5: [
℄ (1) [D0℄ (1)for i 2; : : : ; n+m do[
℄ (i) [D0℄ (i)� [D0℄ (i� 1)end for[C℄ [T℄ (�; [
℄)

For 
orre
tness, note that [D℄ (i) is 1 if xi asso
iated with the i'th 
olumn isa 
andidate for entering the basis, otherwise it is 0. [D0℄ (i) is 1 i� [D℄ (i0) = 1for some i0 � i. Hen
e, [
℄ (i) = 1 exa
tly for the smallest i with [D℄ (i) = 1 and0 otherwise, i.e. of the form required. [C℄ is 
orre
t by 
onstru
tion.Regarding 
omplexity, the initial loop performs n +m 
omparisons. This isfollowed by a pre�x-or of length m+n and a 
ostless loop. The indexing neededto 
ompute [C℄ is equivalent to m + 1 indexings into arrays of length n + m;overall this is O(m � (n +m)) multipli
ations. For round 
omplexity, note thatthe body of the initial loop does not depend on previous iterations, thus theymay be exe
uted 
on
urrently. This implies O(1) rounds overall.Step II, Determining the variable to leave the basis. The goal is to determinethe tightest 
onstraint on the variable, x[
℄, i.e. �nd [r℄ 2 f1; 2; : : : ;mg su
h that[C℄ ([r℄) � x[
℄ = [B℄([r℄)implies the smallest, non-negative value of x[
℄. In addition to this, (
opies of) thepivot row and the pivot element, [R℄ and [p℄ = [C℄ ([r℄), must also be obtained.[C℄ (j) � 0 implies that 
onstraint j does not limit x[
℄, thus, only 
on-straints with [C℄ (j) > 0 are relevant; these will be 
alled appli
able, the rest



non-appli
able. The primary goal is the index, [r℄, of an appli
able 
onstraintwith the rational value [B℄([r℄)[C℄([r℄) minimal; ties are broken using Bland's rule.Overall, this step 
onsists of de�ning a 
omparison operator on 
onstraints.The proto
ol for 
omputing a minimal entry of an array noted in Se
t. 4 does therest. Three values of ea
h 
onstraint are needed: For the j'th 
onstraint [B℄ (j)and [C℄ (j) de�ne the 
onstraint and whether it is appli
able, while [S℄ (j) mustbe used when Bland's rule is applied.In order to simplify the 
onstru
tion of the 
omparison operator, the problemis transformed su
h that all non-appli
able 
onstraints be
ome appli
able. Thefra
tional values of non-appli
able 
onstraints is simply repla
ed by one whi
his larger than the maximal possible, 11 . Here 1 simply represents some valuelarger than the largest possible value of the [B℄ (j)'s, e.g. 1 = 2k if these valuesare k-bit. The updated arrays [C0℄ and [B0℄ are 
omputed as([C0℄ (j) ; [B0℄ (j)) �[C℄ (j) ?> 0 ? [C℄ (j) : 1; [C℄ (j) ?> 0 ? [B℄ (j) :1�for 1 � j � m. This ensures that all 
onstraints are appli
able, using only O(m)
omparisons and multipli
ations in O(1) rounds. The solution is un
hanged asthe LP was assumed bounded, i.e. some initial 
onstraint was appli
able.The next task is to de�ne the 
omparison operator, ?�, for 
onstraints {triples ([C0℄ (j) ; [B0℄ (j) ; [S℄ (j)). It is essen
e just a 
omparison of non-negativefra
tions, B0C0 , ex
ept that in the 
ase of equality, the S values must be 
ompared.Noting that for non-negative integers an and bn, and positive integers ad and bd,anad < bnbd , an � bd < bn � adthe desired output may be 
omputed using integer 
omparison. An analogousequation holds for equality, thus, Bland's rule applies exa
tly when the twoprodu
ts are equal. Details are seen in Proto
ol 2. Corre
tness follows by theabove, while 
omplexity is equivalent to the standard 
omparison under big-O.
Proto
ol 2 Constraint 
omparison, ?�Input: Triples ([Ci℄; [Bi℄; [Si℄) and ([Cj ℄; [Bj ℄; [Sj ℄) representing appli
able 
onstraintsto be 
ompared { [Ci℄ and [Cj ℄ represent the relevant entries of the pivot 
olumnwhile [Bi℄ and [Bj ℄ represent the values of the b-ve
tor. Finally [Si℄ and [Sj ℄ arethe index-values of the 
urrent basis variables asso
iated with the two 
onstraints,i.e. the 
andidates to leave the basis.Output: [b℄ 2 f0; 1g { one if the left argument, ([Ci℄; [Bi℄; [Si℄), 
onstrains less thanthe right, ([Cj ℄; [Bj ℄; [Sj ℄), with ties broken using Bland's rule.[l℄ [Bi℄ � [Cj ℄[r℄ [Bj ℄ � [Ci℄[b℄ ([l℄ ?= [r℄) ? ([Si℄ ?< [Sj ℄) : ([l℄ ?< [r℄)



[r℄ is determined by applying one of the proto
ols of Appendix A on the array� ([C0℄ (1) ; [B0℄ (1) ; [S℄ (1)) ; : : : ; ([C0℄ (m) ; [B0℄ (m) ; [S℄ (m)) �using Proto
ol 2 as 
omparison operator. This determines the desired index, [r℄,along with the triple, ([C 0r℄; [B0r℄; [Sr℄).8 Obtaining a 
opy of the pivot row, [R℄,is simply an indexing operation, [R℄  [T℄ ([r℄; �). Note that [C 0r℄ = [C0℄ ([r℄) =[C℄ ([r℄) is the pivot element. Finally, [S℄ must re
e
t the updated basis, i.e.[S℄ ([r℄) must be set to val([
℄).The initial transformation and 
omputing the minimal using Proto
ol 2 re-quires O(m) 
omparisons and multipli
ations. Determining [R℄ requiresm+n+1indexing operations in arrays of lengthm, and the update of [S℄ a single indexingoperation of size m. Overall this amounts to O(m � (m+n)) multipli
ations andO(m) 
omparisons in O(loglog(m)) rounds.Step III, Multiply all non-pivot rows by the pivot element. The previous stepsdetermined the variables to enter and leave the basis in the form of indexes, [
℄and [r℄, as well as the pivot element, [p℄. The third step 
onsists of multiplyingall entries of the tableau { ex
ept the ones in the pivot row { by the latter. Thisis a

omplished by Proto
ol 3. For 
orre
tness, note that after step 4, all entriesin [M℄ are [p℄ ex
ept the [r℄'th, whi
h is [1℄. Thus, step 7 multiplies the entriesof non-pivot rows by the pivot element, while leaving the pivot row impli
itlyuntou
hed. Only the indexing with [r℄ and the updating of the tableau requiremultipli
ation, implying O(m � (n+m)) multipli
ations in all. Round 
omplexityis 
onstant as all entries of the tableau may be updated 
on
urrently.
Proto
ol 3 Multipli
ation of all non-pivot rows by the pivot elementInput: The tableau, [T℄, the index of the pivot row, [r℄, and the pivot element, [p℄.Output: The updated tableau, [T0℄, with all non-pivot rows multiplied by [p℄.for j  1; : : : ;m+ 1 do[M℄ (j) [p℄end for[M℄ ([r℄) 15: for j  1; : : : ;m+ 1 dofor i 1; : : : ; n+m+ 1 do[T0℄ (j; i) [M℄ (j) � [T℄ (j; i)end forend for
Step IV, Subtra
t a multiple of the pivot row from all non-pivot rows. Note�rst that as all non-pivot rows have been multiplied by the pivot element, themultiple to subtra
t from non-pivot row j is the j'th entry of the original pivot8 An unbounded LP implies that [B0r℄ =1 will o

ur, allowing this to be dete
ted.




olumn, [C℄. The 
omputation is analogous to that of step III; set the multipleto be subtra
ted from the pivot row to zero and subtra
t the relevant multiplefor ea
h entry in the tableau, Proto
ol 4. Corre
tness is equivalent to step III,as is the 
omplexity obtained: O(m � (m+ n)) multipli
ations in O(1) rounds.
Proto
ol 4 Subtra
tion of a multiple of the pivot row from all non-pivot rowsInput: The tableau, [T℄, the index of the pivot row, [r℄, the pivot row, [R℄, and theoriginal pivot 
olumn, [C℄.Output: The updated tableau, [T0℄, su
h that all non-pivot rows are zero in the pivot
olumn.[C℄ ([r℄) 0for j  1; : : : ;m+ 1 dofor i 1; : : : ; n+m+ 1 do[T0℄ (j; i) [T℄ (j; i)� [C℄ (j) � [R℄ (i)5: end forend for
Step V, Divide non-pivot rows by the previous pivot element. The �nal steprequires an integer division for all non-pivot row entries. General 
onstant-roundsinteger division is possible but expensive. However, this is not a general 
ase:[p0℄ divides [T℄ (j; i) for all entries not in the pivot row (see [Ros05℄ for a proof).This simpli�es the problem, as division 
an be implemented as multipli
ationby the multipli
ative inverse (in the �eld) of the divisor.9 Element inversion ispossible using the well-known proto
ol of Bar-Ilan and Beaver, [BB89℄.Having obtained �(p0)�1�, this must be multiplied onto all non-pivot rows.This problem is equivalent to step III; the tableau may be updated with an invo-
ation of Proto
ol 3. Inversion is eÆ
ient, implying that 
omplexity is dominatedby Proto
ol 3, O(m � (n+m)) multipli
ations in O(1) rounds.Overall 
omplexity. Combining the above analyses, the overall 
omplexity ofsteps I through V is found to be O(m � (m+ n)) multipli
ations and O(m+ n)
omparisons. Ea
h step performs at most a 
onstant number of multipli
ationsper entry in the tableau { sometimes hidden in indexing operations { in additionto the 
omparisons in the �rst two steps. Round 
omplexity is dominated by stepII, O(loglog(m)). Redu
ing round 
omplexity to O(1) in
reases the number of
omparisons to O(n+m2).
7 Iteration and TerminationEvaluating the termination 
ondition { determining whether to 
ontinue { is
ostless ex
ept for the �nal (failing) test. Consider an optimisti
 approa
h where9 For Paillier en
ryption, a negligible number of elements are not invertible; this doesnot pose a problem.



step I is performed with no knowledge of whether or not [F℄ 
ontains a negativeentry. If no su
h entry exists, then the array of test results { and therefore alsothe \index" determined { will 
ontain all 0's. The sum of entries of the index istherefore 0 in this 
ase, while a proper index sums to 1.Simple re
onstru
tion at every iteration allows the parties to determine ifthey are done; this leaks the number of pivots but no more. If this is not a

ept-able, the point of termination 
an be hidden using dummy pivots. The termina-tion 
ondition remains se
ret and 
omputation 
ontinues. After ea
h iteration,
onditional sele
tions are used to ensure that the �nal tableau is not 
hangedby 
hoosing the previous one if termination had already o

ured. This does notalter the big-O 
ompexity.Unless exponentially many iterations are performed Some information willbe leaked. Needing exponentially many pivots is unlikely, though. It is some-times stated that in pra
ti
e, runtime is linear in the number of 
onstraintsand logarithmi
 in the number of variables. Performing U pivots, where U is alikely upper bound, reveals only that { as expe
ted { fewer than U pivots wereperformed.Other 
ompromises and variations are also possible. Publi
 testing of the ter-mination 
ondition 
an be restri
ted to every k'th pivot. The exa
t number ofiterations remains se
ret, but roughly the right amount are performed. Alterna-tively, given multiple LP problems of the same size, it is possible to only revealthe overall number of pivots performed. Conditional sele
tion 
an be used toobliviously repla
e the \working-tableau" by a fresh problem upon termination,it will not be known what tableau a given pivot 
onsidered. The drawba
k is thatevery LP problem is tou
hed at every iteration resulting in worse 
omplexity.Naturally, it is also possible to 
onstru
t hybrids between all these variations.
8 Determining the Solution from the Tableau
Re
all that the goal of se
urely solving an LP is sharings of the assignments tothe variables as well as a sharing of the evaluation of the obje
tive fun
tion atthat point. By expli
itly obtaining sharings, the proto
ol 
an be used not onlyfor solving the LP and providing (parts of) the solution dire
tly to parties, it isalso possible to use the output as input for additional MPC, allowing the presentwork to be used as a building blo
k.The solution 
onsists of rational values given as the b-ve
tor and the �nalpivot element, [p0℄. These values must be assigned to the basis variables rep-resented by [S℄: the j'th basis variable, x[S℄(j), takes the value [B℄(j)[p0℄ ; 
o-basi
variables are simply 0. The result is stored uniquely as [S℄, [B℄, and [p0℄, butseeing these reveals information. Examples in
lude whi
h sla
k-variables are inthe basis and whi
h basis variable is asso
iated with whi
h 
onstraint.Computing an array 
ontaining the values assigned to the numerator of ea
hxi in the solution eliminates this problem; this is a

omplished by Proto
ol 5.



All variables are initialised to 0, after whi
h the values of [S℄ are used to index.m indexing operations on an array of length n10 provides the desired result.
Proto
ol 5 Assigning the solution to the variables, xiInput: The solution stored as the b-ve
tor, [B℄ and the list of basis variables, [S℄.Output: An array [X℄, su
h that [X℄ (i) takes the value of the numerator of the valueassigned to xi.for i 1; : : : ; n do[X℄ (i) 0end forfor i 1; : : : ;m do5: [X℄ ([S℄ (j)) [B℄ (j)end for

Na��vely, the updates of the [X℄ (i) must o

ur sequentially implying O(m)rounds. However, no entry of [X℄ is updated more than on
e, as the basis vari-ables are distin
t. It is therefore possible to parallelize the 
onditional sele
tions.\Non-triggering" sele
tions result in a 0 whi
h is to be added to the original value;performing all these in parallel �rst and then performing the additions providesa 
onstant-rounds solution with the same 
omplexity, O(n �m).The rational value [X℄ (i) =[p0℄ is assigned to xi and 
an be provided to anyparty or used in subsequent 
omputation. The same is true for f(x1; : : : ; xn) =[z℄=[p0℄. However, seeing one of these values leaks the �nal pivot element. Valuesmust be represented in a 
anoni
al way to prevent leakage, i.e. the fra
tions mustbe redu
ed.This 
an be done using the te
hnique of Fouque et al. [FSW02℄: rationalvalues may be en
oded as numerator times inverse of denominator in the prime�eld.11 The 
onversion is eÆ
ient and this provides a 
anoni
al representation.Naturally the te
hnique only works for values of a bounded size. However, thisissue was already en
ountered when simulating integer 
omputation; it is merelya question of sele
ting an appropriate modulus initially.
9 Choosing a ModulusA �nal point to 
onsider is the 
hoi
e of modulus, q. How large numbers mustbe representable? [Goe94℄ provides upper bounds on the maximal bit-length ofthe values of the tableau through Hadamard's inequality. At mostL = log(detmax) +B + F +m+ n+ 1bits are required per value, where B and F are the bit-lengths of the originalbi's and fi's respe
tively, while detmax is the maximal determinant of an m�m10 Sla
k-variables are ignored, for [S℄ (j) � n the update does impli
itly nothing.11 This also works Paillier en
ryption, though not all elements are invertible.



sub-matrix of 
onstraint-rows. Letting C denote the bit-length of the 
j;i, byHadamard's inequality,log(detmax) � (m � (2C + log(m)))=2.Note that q must be of twi
e this bit-length: 
omparing fra
tions require doublepre
ision and so does the redu
tion of fra
tions at the very end.As an example, 
onsider the 
ase of 32-bit inputs, 32 variables, and 16 
on-straints. Approximately 650-bits are required for tableau-values implying that a1300-bit prime must be used. While relatively large, this 
annot be avoided { atleast not with perfe
t pre
ission { as there are LP problems, whi
h require this.
10 Con
luding RemarksThe priva
y-preserving LP-solver presented is a good solution in the sense thatthe most used operations { the arithmeti
 { are 
heap. The O(m(m � n)) se
uremultipli
ations are simply invo
ations of a basi
 primitive. Though this makesthe O(m + n) se
ure 
omparisons slightly more diÆ
ult, performing bit-wiseaddition or multipli
ation is very 
ostly and a lot more diÆ
ult.Regarding priva
y, how 
an we be 
ertain that there are no unintentionalinformation leaks? As noted above, information is only dis
losed when a value isintentionally revealed; priva
y follows from the priva
y of the primitives. Thisonly o

urs for the termination 
ondition and the output, and neither 
arry anyadditional information. The former is either 0 or 1, while the latter is stored ina 
anoni
al way.Note that 
onsidering an abstra
t 
omparison proto
ol implies that if a newand improved proto
ol is 
onstru
ted, overall 
omplexity of this work immedi-ately improves. Moreover, for an a
tual implementation of the LP-solver, it 
ouldbe preferable to use a non-
onstant-rounds solution. This approa
h 
an redu
ea
tual runtime, as expensive tri
ks to obtain 
onstant-rounds 
an be avoided.big-O-
omplexity remains the same { at least with the present knowledge { butthe hidden 
onstants are redu
ed. Moreover, as 
onstants are small, the a
tualnumber of rounds may in
rease only slightly if indeed at all.
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A Computing the Minimal of Multiple ValuesAn eÆ
ient means of obtaining the minimal of multiple shared values is requiredin simplex. Formalising the problem, let an array [A℄ of length k be given, thegoal will be to 
ompute a sharing of the minimal value, [min℄ = min1�i�k [A℄ (i),along with an sharing of its index, [i℄. All of what is des
ribed in this appendixis simple adaptation of results from parallel algorithms, see any text-book e.g.[J�aj92℄.For simpli
ity assume that k is a power of two. The obvious solution is to
onstru
t a binary tree, Proto
ol 6. It is easily veri�ed thatO(k) 
omparisons and
Proto
ol 6 minO(log(k))(�) { Computing the minimal element in O(log(k))rounds.Input: [A℄, su
h that k = [A℄.len is a two-power.Output: [i℄ and [min℄, su
h that [min℄ = [A℄ ([i℄) is minimal.if [A℄.len = 1 then[min℄ [A℄ (1)[i℄ �1�else5: for j  1; : : : ; k=2 do[B℄ (j) [A℄ (2 � j � 1) ?< [A℄ (2 � j)[A0℄ (j) [B℄ (j) ? [A℄ (2 � j � 1) : [A℄ (2 � j)end for�[i0℄; [min℄� minO(log(k))([A0℄)10: for j  1; : : : ; k=2 do[i℄ (2 � j � 1) [B℄ (j) � [i0℄ (j)[i℄ (2 � j) (1� [B℄ (j)) � [i0℄ (j)end forend if
multipli
ations are used. Moreover, as all 
omputation in the loops parallelize,the overall round 
omplexity is O(log(k)). Corre
tness is immediate.It is possible to improve on the round 
omplexity of the above. Let ^(�) denotea proto
ol taking an array of shared bits as input and returning their logi
al ANDand 
onsider Proto
ol 7. Ea
h 
olumn in the [B℄-matrix is asso
iated with anentry of [A℄. For the minimal entry, the 
olumn will 
ontain all ones, however, fora non-minimal entry, at least one zero will exist. Thus, 
omputing the AND of thebits of every 
olumn results in an index for the minimal element. Note that theproto
ol provides the 
orre
t result even when the minimal entry is not unique,in this 
ase the minimal index of the minimal value is returned. Con
erning
omplexity, O(k2) 
omparisons and O(k) multipli
ations are required, however,everything parallelizes and 
an therefore be performed in O(1) rounds. The onlynon-trivial detail is unbounded fan-in AND. Assuming that k < q, where q isde�nes the �eld, this 
an be done by adding all bits, and 
omputing whether thesum equals the number of input-bits, i.e. using an equality.



Proto
ol 7 minO(1)(�) { Computing the minimal element in O(1) rounds.Input: [A℄ with [A℄.len = k.Output: [i℄ and [min℄, su
h that [min℄ = [A℄ ([i℄) is minimal.for j  1; : : : ; k do[B℄ (j; j) 1end forfor j  1; : : : ; k do5: for j0  j + 1; : : : ; k do[B℄ (j; j0) [A℄ (j) ?> [A℄ (j0)[B℄ (j0; j) 1� [B℄ (j; j0)end forend for10: for j  1; : : : ; k do[i℄ (j) ^([B℄ (�; j)end for[min℄ [A℄ ([i℄)
Proto
ol 7 
an be used to 
onstru
t an O(loglog(k)) rounds proto
ol usingonly O(k) 
omparisons and multipli
ations. This is done in two steps, �rst anO(loglog(k)) rounds solution using O(k � loglog(k)) 
omparisons and multipli
a-tions is 
onstru
ted, this is then used in 
onjun
tion with Proto
ol 6 to 
onstru
ta proto
ol requiring only O(k). For the full details see [J�aj92℄ Se
t. 2.6.2 and2.6.3.Divide [A℄ into pk sub-arrays of length pk ea
h, apply re
ursion, and useProto
ol 7 to 
ompute the minimal from the pk 
andidates returned. The indexis obtained similar to Proto
ol 6; this proto
ol has the stated 
omplexity. Thelinear version is obtained through a

elerated 
as
ading : Perform dlogloglogkeiterations of Proto
ol 6 redu
ing the problem by a fa
tor of loglog(k). Fromthere the O(k � loglog(k)) proto
ol is applied, the overall result is the desiredO(loglog(k)) rounds, O(k) 
omparisons and multipli
ations.A �nal observation is that the proto
ols above 
an be used with any mul-tiparty 
omparison on arbitrary data, as long as there exists some notion of\minimal." Naturally, the overall 
omplexity depends on the 
omplexity of the
omparison operator.


